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Last Updated: September 10, 2026 
 

Data Protection Addendum 
 

 
This Data Protection Addendum (“DPA”) forms part of the Terms of Service (available at https://cosmosdatatech.com/terms-of-
service/) (the “Terms”) by and between Cosmos Data Technologies, Inc. (“Cosmos”) and the party who accepted the Terms (or the 
organization on whose behalf the party accepted the Terms) (“Customer”). The parties agree that, if and to the extent the Customer 
is subject to any Data Protection Laws (defined below), that this DPA applies and sets forth their respective obligations with respect 
to the Processing of Customer Data, which includes Personal Data, carried out under the Terms, under the applicable Data Protection 
Laws. In the event of any conflict or inconsistency between the DPA and the Terms, or any other terms between the parties in 
connection with the online services and/or professional services provided by the Cosmos (the “Services”), the DPA Terms shall 
prevail. The provisions of the DPA supersede any conflicting provisions of the Cosmos’s privacy disclosures that otherwise may apply 
to processing of the Customer Data.  

The DPA survives termination or expiration of the Terms and remains in effect until Cosmos has ceased all Processing of Customer 
Data.  
 
THE PROVISIONS OF THIS DPA APPLY TO THE PROCESSING OF ALL CUSTOMER DATA, EXCEPT FOR SECTION 4, WHICH ONLY APPLIES 
TO THE PROCESSING OF CUSTOMER PERSONAL DATA.  

1. DEFINITIONS. Capitalized terms not defined in this DPA are defined in the Terms or Data Protection Laws. 

1.1. “Aggregated, De-Identified, and Derived Data” means aggregated or otherwise de-identified data, with such data having 
been aggregated or de-identified so that it can no longer be reasonably associated with an identified or identifiable 
person, made from Customer Data, including Customer Personal Data, and any data, information, or other insights 
derived from Customer Data that do not contain or constitute Customer Data (including Customer Personal Data). 

1.2. “Controller” or “Data Controller” means the entity which determines the purposes and means of the Processing of 
Personal Data and includes ‘businesses’ subject to the requirements of, and as defined in, certain Data Protection Laws. 

1.3. “Customer Data” means all data in any form, including all text, files, video, sound, code, or images, that (a) are provided to 
Cosmos by, or on behalf of, Customer through use of Cosmos’s online service(s) and/or (b) Customer or its agents provide 
to Cosmos, or Cosmos Processes on behalf of Customer, in Cosmos’s performance of professional services. 

1.4. “Customer Personal Data” means Personal Data in Customer Data. 

1.5. “Data Protection Laws” means all applicable state, federal, local, and international laws, regulations, statutes, ordinances, 
and legal requirements, and in each case as updated, amended, or replaced, related to (i) privacy, data protection, data 
breach notification, and cybersecurity or (ii) the Processing of Personal Data. Data Protection Laws include, but are not 
limited to, European Data Protection Law and U.S. state data protection laws. 

1.6. “Data Privacy Framework” or “DPF” means the EU-U.S. Data Privacy Framework, the U.K. Extension to the EU-U.S. Data 
Privacy Framework, and the Swiss-U.S. Data Privacy Framework self-certification programs as operated by the U.S. 
Department of Commerce, and their respective successors. 

1.7. “DPF Principles” means the Principles and Supplemental Principles contained in the relevant Data Privacy Framework, as 
may be amended, superseded, or replaced from time to time. 

1.8. “Data Subject” means the identified or identifiable person to whom Customer Personal Data relates. 

1.9. “European Data Protection Law” means all data protection and privacy laws and regulations of Europe, including, where 
applicable, (i) Regulation 2016/679 of the European Parliament and of the Council on the protection of natural persons 
with regard to the Processing of Personal Data and on the free movement of such data (General Data Protection 
Regulation) (“GDPR“); (ii) the GDPR as it forms part of United Kingdom law pursuant to Section 3 of the European Union 
(Withdrawal) Act 2018 (“U.K. GDPR“); (iii) the U.K. Data Protection Act 2018; (iv) the Swiss Federal Act on Data Protection 
(“FADP”); and (v) any national data protection laws made under or pursuant to the GDPR. 

1.10. “Personal Data” means information about an identified or identifiable person, or which otherwise constitutes “personal 
data,” “personal information,” “personally identifiable information,” or similar terms as defined in Data Protection Laws. 

1.11. “Process” and “Processing” refer to any operation or set of operations that is performed on data, including Personal Data 
or on sets of Personal Data, whether by automated means, such as collection, recording, organization, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure, or destruction. 

https://cosmosdatatech.com/terms-of-service/
https://cosmosdatatech.com/terms-of-service/
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1.12. “Processor” or “Data Processor” means a person, business entity, organization, public authority, agency, or other body which 
Processes Personal Data on behalf of the Controller and includes ‘Cosmos’ subject to the requirements of, and as defined 
in, certain Data Protection Laws. 

1.13. “Restricted Transfer” means a transfer of Customer Personal Data that is subject to Data Protection Laws of the originating 
country to a country that does not provide an adequate level of protection for Personal Data according to the Data 
Protection Laws of the originating country. 

1.14. “SCCs” or “Standard Contractual Clauses” means together (i) the “EU SCCs”, found 
at https://commission.europa.eu/publications/standard-contractual-clauses-international-transfers_en, or a successor 
website designated by the EU Commission, and (ii) the “U.K. SCCs” means the International Data Transfer Addendum 
issued by the Information Commissioner’s Office under s.119(A) of the U.K. Data Protection Act 2018, currently available 
at https://ico.org.uk/media/for-organisations/documents/4019539/international-data-transfer-addendum.pdf. 

1.15. “Security Incident” means any breach of security that leads to the accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to, Customer Data. Security Incidents do not include unsuccessful attempts or 
activities that do not compromise the security of Customer Data, including unsuccessful login attempts, pings, port scans, 
denial of service attacks or other network attacks on firewalls or networked systems. 

1.16. “Specified Notice Period” is 36 hours. 

1.17. “Subprocessor” means other Processors used by Cosmos to process Customer Data.   

1.18. “Subprocessor List” means the list of Cosmos’s Subprocessors as identified by Cosmos. 

2. COMPLIANCE. 

2.1. Cosmos and Customer will each comply with applicable laws and regulations related to carrying out its obligations under 
the Terms and this DPA.  

2.2. Customer will comply with Data Protection Laws in its use of the Services, including issuing Customer instructions to 
Cosmos. Customer will ensure that it has established all necessary permissions and consent under Data Protection Laws 
to enable Cosmos to lawfully Process Customer Personal Data for the purposes contemplated by the Terms and this DPA. 

2.3. Cosmos will comply with Data Protection Laws in its provision of the Services, including in its Processing of Customer Data, 
delegation to and supervision of Subprocessors, and in assisting Customer with meeting its requirements under Data 
Protection Law. Cosmos will keep records of its Processing in compliance with Data Protection Laws and, upon Customer’s 
request, make available to Customer any records reasonably necessary to demonstrate compliance with Cosmos’s 
obligations under this DPA and Data Protection Laws. 

2.4. Cosmos may amend this DPA, effective on written notice to Customer, which notice may be made via email or a general 
notification on Cosmos’ website, to account for any changes to the Data Protection Laws. 

2.5. This DPA is governed by the governing law of the Terms unless otherwise required by Data Protection Laws. To the fullest 
extent permitted by law, any claims brought in connection with this DPA (including its Schedules) will be subject to the 
terms and conditions, including, but not limited to, the exclusions and limitations, set forth in the Terms. 

2.6. Service Provider acknowledges that Customer may disclose this DPA and any relevant privacy provisions in the Terms to 
the U.S. Department of Commerce, the Federal Trade Commission, European supervisory authorities, or any other  
judicial, state, or regulatory body of competent jurisdiction upon their request. 

3. PROCESSING OF CUSTOMER DATA. 

3.1. Providing the Service. Cosmos will only use and otherwise Process Customer Data to: (a) provide Customer the Services in 
accordance with Customer’s instructions as described in this DPA, and (b) comply with Cosmos’s obligations under this DPA 
and applicable laws, subject to any notice requirements. Cosmos will only Process Customer Data on behalf of Customer 
and, not retain, use, or disclose Customer Data for any purpose other than for the purposes set out in the DPA and as 
permitted under Data Protection Laws. In no event will Cosmos (i) “Sell” or “Share” Customer Data as those terms are 
defined in Data Protection Laws, (ii) combine Customer Data with data from another customer or source, unless permitted 
by Data Protection Laws, or (iii) use Customer Data for its own commercial purpose, including to profile or develop 
advertising service, or outside of its relationship with Customer. As between the parties, Customer retains all right, title and 
interest in and to Customer Data. Cosmos acquires no rights in Customer Data, other than the rights Customer grants to 
Cosmos in this section. This paragraph does not affect Cosmos’s intellectual property rights in software or services the 
Cosmos makes available to Customer. 

3.2. Limitations on Disclosure. Cosmos will not disclose or provide access to any Customer Data except: (a) as Customer directs; 
(b) as described in this DPA; or (c) as required by law. All processing of Customer Data is subject to Cosmos’s obligation of 
confidentiality under the Terms. If Cosmos receives a third-party request for Customer Data, Cosmos will promptly notify 
Customer unless prohibited by law. Cosmos will reject the request unless required by law to comply. If the request is valid, 
Cosmos will attempt to redirect the third party to request the data directly from Customer. Cosmos may share Customer 
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contact information, as necessary to fulfill its obligations herein. If compelled to disclose or provide access to any Customer 
Data, Cosmos will promptly notify Customer and provide a copy of the demand unless legally prohibited from doing so. 
Cosmos will only disclose or provide access to the minimal amount of Customer Data necessary to comply. 

3.3. Confidentiality. Cosmos will ensure personnel who Process Customer Data are subject to confidentiality obligations to 
Cosmos, and only Process Customer Data in accordance with Customer’s instructions herein.  

4. PROCESSING OF CUSTOMER PERSONAL DATA.  

4.1. Roles of the parties. The parties agree that for the purposes of this DPA, as between the parties (a) Cosmos is the Processor 
of Customer Personal Data and (b) Customer is the Controller of Customer Personal Data.  

4.2. Instructions. In Cosmos’ role as the Processor or Subprocessor of Customer Personal Data, it will process Customer Personal 
Data only in accordance with Customer’s documented instructions. Customer agrees that the Terms (including the DPA and 
any applicable updates), along with the Cosmos’s online service(s) documentation and Customer’s use and configuration of 
the online service(s) (as relevant), is Customer’s complete documented instructions to Cosmos for the Processing of 
Customer Personal Data. As applicable, Cosmos agrees to always make available to Customer information on the use and 
configuration of its online service(s) during the term of the Terms. Any additional or alternate instructions must be agreed 
to according to the process for amending the Terms. Cosmos will notify Customer if (a) Customer provides an instruction 
that Cosmos reasonably determines infringes Data Protection Laws, (b) it is unable to comply with Customer’s instructions 
for any reason, and/or (c) it is unable to comply with the terms of the DPA as they related to the Processing or security of 
Customer Personal Data for any reason.   

4.3. Subject Matter and Details of Processing. Details regarding the Processing of Customer Personal Data by Cosmos are set 
forth the Terms and/or below.  

(a) Subject Matter. The subject matter of the Cosmos’s Processing of Customer Personal Data is described herein and in 
the Terms.  

(b) Duration of Processing. Cosmos shall process Customer Personal Data in accordance with Customer’s instructions 
and the terms of this DPA.  

(c) Nature and Purpose of Processing. The nature and purpose of Cosmos’s Processing of the Customer Personal Data is 
for Cosmos to provide the Services to Customer as described in the Terms.   

(d) Categories of Personal Data. The categories of Customer Personal Data Processed by the Cosmos under this DPA is 
the Personal Data that Customer includes in the Customer Data.  

(e) Data Subjects. Such Customer Personal Data may include the Personal Data of Customer employees, customers, 
customers’ customers or patients, and Customer users. 

4.4. Data Subject Requests. If Cosmos receives a request from a Data Subject regarding Customer Personal Data, Cosmos will 
notify Customer and advise the Data Subject to submit the request to Customer (but not otherwise communicate with the 
Data Subject regarding the request except as may be required by Data Protection Laws), and Customer will be responsible 
for responding to any such request. If Cosmos provides an online service, then Cosmos will provide Customer the ability, 
including in the online service’s features and functionality, to honor Data Subject requests.  

4.5. Assistance and Cooperation. Cosmos shall reasonably cooperate with Customer and, if feasible, provide Customer with a 
mechanism to enable Customer to respond to any requests, complaints, or other communications from a data subject, 
supervisory authority, and regulatory or judicial body relating to the Processing of Customer Personal Data under the 
Terms, including requests from data subjects seeking to exercise their rights under Data Protection Laws. If any such 
request or complaint or communication is made directly to Cosmos, Cosmos shall promptly forward it to Customer and 
shall not respond to such communication without Customer’s express authorization. If Customer cannot reasonably fulfill 
Data Subject requests independently, upon Customer’s request, Cosmos will assist Customer to meet Customer’s 
obligations under Data Protection Laws to respond to such requests. To the extent the Data Protection Laws require 
Cosmos to collect and maintain records of certain information relating to Customer, Customer will, where requested, 
supply such information to Cosmos and keep it accurate and up-to-date. Cosmos may make any such information available 
to the supervisory authority if required by Data Protection Laws. 

4.6. Data Protection Impact Assessment. Cosmos will assist Customer in fulfilling Customer’s obligations under Data Protection 
Laws to carry out a data protection impact or similar risk assessment related to the Services, including, if required by Data 
Protection Laws, by assisting Customer in consultations with relevant government authorities. 

 
4.7. International Transfers. Cosmos shall not Process or transfer any Customer Personal Data in or to a territory other than the 

territory in which the Customer Personal Data was first collected or provided to the Cosmos unless it takes all measures 
necessary to ensure such Processing or transfer is in compliance with Data Protection Laws. 

 
4.8. Transfer Mechanism. To the extent that the transfer of Customer Personal Data from Customer to Cosmos is a Restricted 

Transfer, the following shall apply: 
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(a) DPF. If Cosmos is self-certified to the Data Privacy Framework and the Customer Personal Data transferred is within 
the scope of such certification, the DPF shall apply. Where the DPF does not apply to the Restricted Transfer, or the 
Cosmos determines that it can no longer provide at least the same level of protection for such Personal Data as is 
required by the DPF Principles, then the Standard Contractual Clauses (SCCs) shall apply and be automatically 
incorporated into this DPA. 

(b) SCCs.  The parties agree that the SCCs (including Annexes I and II) shall be incorporated by reference where 
applicable and form an integral part of this DPA. Each party is deemed to have executed the SCCs by executing the 
Terms incorporating this DPA.  With respect to the SCCs, the following shall apply: 

• Customer shall be the “data exporter” and Cosmos shall be the “data importer”; 

• Module Two shall apply to the extent that Customer is a Data Controller and Module Three shall apply to the 
extent that Customer is a Data Processor.  The same shall apply with respect to Table 2 of the U.K. SCCs; 

• The optional Clause 7 shall apply and affiliate(s) of both Customer and Cosmos may accede to the SCCs 
under the same terms, where applicable. The foregoing shall apply with respect to table 2 of the U.K. SCCs; 

• For purposes of Clause 9 of the SCCs, Option 2 (“General written authorization”) shall apply and the time 
period for the addition or replacement of Subprocessors shall be described in Section 5.4.-5.5. and the same 
shall apply with respect to Table 2 of the U.K. SCCs; 

• The optional language in Clause 11 shall not apply; 

• For purposes of Clause 17 and Clause 18 of the EU SCCs, the Member State for purposes of governing law 
and jurisdiction shall be the Netherlands.  Part 2, Section 15(m) and Part 2, Section 15(n) of the U.K. SCCs 
regarding Clause 17 and Clause 18 of the EU SCCs shall apply; 

• Table 3 of the U.K. SCCs shall be populated with the relevant information set out at Annex I, Annex II and 
Section 5 (Subprocessors) to this DPA; 

• With respect to Table 4 of the U.K. SCCs, either the data exporter or data importer may terminate the U.K. 
SCCs prior to termination of the Terms and this DPA; and 

• For transfers from Switzerland or other countries that adopted and/or has determined the EU SCCs are 
adequate for Restricted Transfers, references in the EU SCCs shall be interpreted to include applicable 
terminology for those territories (e.g. ‘Member State’ shall be interpreted to mean ‘Switzerland’ for transfers 
from Switzerland).  

(c) Where Cosmos determines that it can no longer comply with its obligations under the DPF and the SCCs or use 
another valid transfer mechanism to safeguard the Restricted Transfer, Cosmos shall notify Customer immediately 
and work with Customer to take reasonable and appropriate steps to remediate the non-compliance. 

4.9. Aggregated, De-Identified, and Derived Data. Cosmos may create Aggregated, De-Identified, and Derived Data, and may use 
Aggregated, De-Identified, and Derived Data for all lawful purposes, including to provide and improve Cosmos’ services and 
to develop new services. Cosmos will own all Aggregated, De-Identified, and Derived Data. 
 

5. SUBPROCESSORS.  

5.1. Use of Subprocessors. Cosmos may hire Subprocessors to perform services on the Cosmos’s behalf which involves the 
Processing of Customer Data. Customer consents to this engagement and this section shall constitute Customer’s prior 
written consent to the subprocessing of Customer Personal Data, as necessary to comply with Data Protection Laws.  

5.2. Subprocessor Requirements. Cosmos will: (a) enter into a written agreement with each Subprocessor imposing data 
protection obligations substantially the same as those set out in this DPA for the Processing of Customer Data and (b) 
remain liable for Subprocessor’s compliance with the obligations of this DPA and for any acts or omissions of a 
Subprocessor that cause Cosmos to breach any of its obligations under this DPA. 

5.3. Subprocessor List. Cosmos will maintain an up-to-date list of its Subprocessors, including their functions and locations, as 
specified in the Subprocessor List.  

5.4. Notice of New Subprocessors. Cosmos may update the Subprocessor List from time to time. At least 90 days before any 
new Subprocessor Processes any Customer Data, Cosmos will add such Subprocessor to the Subprocessor List and notify 
Customer through email or other agreed upon means. 

5.5. Objection to New Subprocessors. 

(a) If, within 45 days after notice of a new Subprocessor, Customer notifies Cosmos in writing that Customer objects to 
Cosmos’s appointment of such new Subprocessor based on reasonable data protection concerns, the parties will 
discuss such concerns in good faith. 

(b) If the parties are unable to reach a mutually agreeable resolution to Customer’s objection to a new Subprocessor, 
Customer, as its sole and exclusive remedy, may terminate the Terms for convenience, and Cosmos will refund any 
prepaid, unused fees. 
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6. SECURITY OF CUSTOMER DATA. 

6.1. Cosmos’s Security Measures. Cosmos will implement and maintain reasonable technical and organizational measures, 
procedures and practices that are designed to protect the security, confidentiality, integrity, and availability of Customer 
Data and protect against Security Incidents. Cosmos’s security measures shall take into account the state of the art, the 
costs of implementation, and the nature, scope, context and purposes of Processing, as well as the risks, likelihood, and 
expected severity of a Security Incident. Cosmos will regularly monitor its compliance with its security measures, evaluate 
their effectiveness, and modify such measures, as necessary. Such measures shall be set forth in Cosmos’s security policy; 
Cosmos will make that policy or documentation available to Customer upon request, along with other information 
reasonably requested by Customer regarding Cosmos’s security practices.  

6.2. Security Incident Notice and Response.  

(a) Cosmos will notify Customer without undue delay and, in any event, not later than the Specified Notice Period, after 
becoming aware of a Security Incident affecting Customer Data. Such notice shall be delivered to the email address 
associated with Customer’s account and include: 

• the nature of the Security Incident,  

• the scope of the Customer Data affected,  

• the name and contact details of the Cosmos contact who can provide Customer more information or updates, 
as necessary, 

• the likely consequences of the Security Incident, if known; and 

• the measures taken or proposed to be taken to address, remedy, and/or contain the Security Incident.  

(b) Cosmos will make reasonable efforts to identify the cause of the Security Incident, mitigate the effects, and 
remediate the cause to the extent within Cosmos’s reasonable control. 

(c) Cosmos will keep Customer reasonably informed of updates related to the Security Incident. 

(d) Cosmos will assist Customer to meet its Security Incident notification obligations under Data Protection Laws. 

(e) Customer acknowledges that Cosmos’s notification of a Security Incident is not an acknowledgement by Cosmos of 
its fault or liability. 

6.3 Customer’s Security Responsibilities. If Cosmos provides an online service to Customer, Customer is responsible for 
reviewing the information made available by Cosmos relating to data security and making an independent determination 
as to whether the Service meets Customer’s requirements and legal obligations under Data Protection Laws. Customer 
acknowledges its responsibility to maintain the privacy and security of aspects of the online service within its control, 
including using appropriate measures to secure passwords it uses to access to the online services. If Cosmos provides 
Customer professional services, Customer acknowledges its responsibility to maintain the privacy and security of aspects 
of its own operations, as relevant to the engagement with the Cosmos. Customer is solely responsible for complying with 
Security Incident notification laws applicable to Customer and fulfilling any obligations to give notices to government 
authorities, affected individuals, or others relating to any Security Incidents. 

7. DATA RETURN OR DELETION. 

7.1. During the Term. During the Term, Customer may, by means identified by Cosmos, access, return to itself, or delete 
Customer Data. Upon request, Cosmos will delete such Customer Data, at Customer’s direction, within 30 days subject to 
the exceptions described in Section 7.3.   

7.2. Termination or Expiration of the Terms. Following termination or expiration of the Terms, Cosmos will: 

(a) Retain Customer Data for a period of 30 days so that Customer may obtain or request a copy of Customer Data. 

(b) After such 30-day retention period, Cosmos will, in accordance with its obligations under the Terms, delete (and 
cause its Subprocessors to delete) all Customer Data from Cosmos’s systems. 

7.3. Exceptions. Notwithstanding the foregoing, Cosmos may retain Customer Data as required by Data Protection Laws, 
provided Cosmos will (a) maintain the confidentiality of, and otherwise comply with the applicable provisions of this DPA 
with respect to, retained Customer Data and (b) not further Process retained Customer Data except for such purpose(s) and 
duration specified in such applicable Data Protection Laws. 

7.4. Deletion Practices. Cosmos will delete Customer Data in accordance with industry-standard secure deletion practices. 
Cosmos will certify the deletion upon Customer’s request. 
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8. SECURITY STANDARDS AND AUDIT RIGHTS. 

8.1. Security Standards. Cosmos shall maintain relevant records of its information security measures. Upon request, Cosmos shall 
provide Customer copies of any existing relevant external information security certifications, audit report summaries, and/or 
other documentation reasonably required by Customer to verify Cosmos’s compliance with this DPA. 

8.2. Customer’s Right to Audit. With reasonable prior notice, Customer (or its appointed independent third-party auditor) may 
carry out an audit of the Cosmos’s security measures, including an inspection of its facilities for the purposes of verifying 
Cosmos’s compliance with this DPA, or, where Customer has reasonable concerns about Cosmos’s data protection 
compliance following a Security Incident, a request from a regulator or data protection authority, or a material gap or 
deficiency identified in Cosmos’s answers to Customer security questionnaire or inquiry. Such audits require at least seven 
days’ prior written notice, shall be reasonable in its scope and duration pursuant to a mutually agreed-upon audit plan, 
conducted during Cosmos’ normal business hours, and designed to minimize disruption to Cosmos’ operation. The parties 
agree that any materials created pursuant to such audit will be treated as Cosmos’ confidential information to the fullest 
extent permitted by Data Protection Laws, and may not be used by Customer except as necessary to verify Cosmos’ 
compliance with the terms of this DPA. 
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ANNEX 1 
 
A.  List of the Parties 
 

EXPORTER / CUSTOMER 

Name Customer 

Address See Terms / Account Data 

Contact person, position, contact info See Terms / Account Data 

Data Protection Officer See Terms / Account Data 

Representative See Terms / Account Data 

Activities relevant to data transferred under the Clauses Data analysis for various aspects of Customer business.  

Role Controller (and/or Processor, if Customer Data contains 
Customer Data of Customer + Customers) 

  
 

IMPORTER / COSMOS 

Name Cosmos Data Technologies, Inc.  

Address 4720 Lower Dr, Lake Oswego, OR 97035 

Contact person, position, contact info Zachary Faltersack (See Terms) 

Activities relevant to data transferred under the Clauses Cosmos provides Customer with Services as defined in the 
Terms.  

Role Processor 

  
 

B.  Description of the Transfer 
 

Description  

SCCs Modules Module Two and Module Three 

Categories of data subjects 

Because Customer determines what data is processed by Cosmos, Customer 
determines the categories of data subjects whose data processed by Cosmos, which 
may include: 
 
Module Two: 

• Customer’s prospects, applicants, candidates, current and former employees, 
agents, advisors, contractors, freelancers, business contacts, marketing leads, 
vendors, customers, and clients.  

 
Module Three: 

• Customer’s prospects, applicants, candidates, current and former employees, 
agents, advisors, contractors, freelancers, business contacts, marketing leads, 
vendors, customers, and clients.  

Categories of personal data 

Because Customer determines what data is processed by Cosmos, Customer 
determines the categories of personal data processed by Cosmos, which may 
include: 
 
Module Two: 

 

• Identification and contact data (name, title, address, phone number, email 
address);  

• financial information (credit card details, account details, payment information);  

• employment details (employer, job title, academic and professional 
qualifications, geographic location, area of responsibility, affiliated organization, 
area of responsibility);  

• Customer product and services purchase and usage history;  



 

 

Page 8 of 11 

• Website related data (IP addresses of visitors to websites of Customer, online 
navigation data, browser type, language preferences, pixel data, cookies data, 
web beacon data);  

• Device and network information (computer ID, user ID and password, domain 
name, IP address, log files, software and hardware inventory, software usage 
pattern tracking information (i.e. cookies and information recorded for 
operation and training purposes). 

 
Module Three: 
 

• Financial and employment data of customers’ patients. 

• Identification and contact data of customer’s prospects, vendors, and partners.  

• All categories of personal information of customer’s employees.   

Sensitive data transferred (if 
applicable) and applied restrictions 
or safeguards 

The Services may include the Processing of special categories of data or sensitive 
data, such as data that reveal racial or ethnic origin, religious or philosophical beliefs, 
or genetic data, biometric data, data concerning health and/or data concerning a 
natural person’s sex life or sexual orientation.  

Frequency of the transfer Continuous with the provision of the Services. 

Nature of the processing 
Cosmos shall perform Processing as needed to provide the Services to Customer as 
described in the Terms and comply with Customer’s Processing instructions. 

Purpose(s) of the data transfer and 
further processing 

To provide the Services to Customer as described in the Terms. 

Period for which the personal data 
will be retained, or, if that is not 
possible, the criteria used to 
determine that period 

The duration of Processing will be as designated in the Terms. 

For transfers to (sub-) processors, 
also specify subject matter, nature 
and duration of the processing 

The subject matter, nature, and duration of the processing by Cosmos’s 
Subprocessors are as set forth in this DPA. 

 
C.  Competent Supervisory Authority 

 
The supervisory authority of the Member State in which the Data Exporter’s representative is established, namely the Netherlands. 
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Annex II 
Security Measures 

 
Description of the technical and organizational measures implemented by the data importer (including any relevant certifications) to 
ensure an appropriate level of security, taking into account the nature, scope, context, and purpose of the processing, and the risks 
for the rights and freedoms of natural persons. Capitalized terms have the meanings given in the DPA. 
 

Measure Description of Technical and Organizational Measures 

Encryption and pseudonymization 
All data in transit is encrypted using TLS over public networks; internal service-to-service 
traffic uses private networking where applicable. 

All customer data is encrypted at rest using 256-bit AES, including database tables, temporary 
files, and backups, using Azure services with encryption natively enabled and Azure-managed 
keys across storage layers. 

Secrets, tokens, certificates, connection strings, and customer integration credentials are 
stored in Azure Key Vault with restricted access. 

Confidentiality, integrity, availability, 
and resilience of processing systems 

Single-tenant data architecture: each customer's data resides in a dedicated Azure SQL 
database provisioned for that tenant; customer data is never co-mingled. 

Customers select their data center region at onboarding (United States, Canada, United 
Kingdom, or European Union); all tenant services and data are deployed to the selected 
region. 

Production workloads run in a logically isolated Azure Virtual Network with network security 
groups, firewalls, and an Azure Front Door managed web application firewall, on a dedicated 
Azure subscription isolated from all other work. 

The platform is hosted across multiple Azure availability zones designed to fail independently, 
with load balancing and automated scaling. 

Ability to restore availability and 
access after an incident 

Automated backups of all customer and system data are performed daily; production data is 
replicated across multiple availability zones. 

The integrity and completeness of backup information are tested annually. 

Documented Business Continuity and Disaster Recovery plans define roles, responsibilities, 
and detailed recovery procedures, and are reviewed, tested, and updated annually. 

Regular testing and evaluation of 
effectiveness 

Third-party penetration testing of the production environment is performed at least annually 
by a certified tester; high-priority findings are tracked to resolution. 

Continuous scanning: Microsoft Defender for Cloud (cloud security posture and threat 
detection), GitHub Dependabot (dependency vulnerabilities), and Trivy container scanning 
within the CI pipeline, where identified issues pause the build until reviewed. 

Formal risk assessments are performed at least annually; the Information Security Program is 
reviewed and approved by management annually. 

SOC 2 examinations by an independent auditor (see Certifications below). 

User identification and authorization 
Identity and authentication are governed centrally by Microsoft Entra ID; every individual 
requires a unique, named account, and shared credentials are not used. 

Access is provisioned on the principle of least privilege with management approval; multi-
factor authentication is required for access to critical systems. 

Personnel receive role-based access via Entra ID security groups assigned at hire and removed 
at departure; users with elevated privileges use separate accounts for administrative 
functions. 
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Accounts for terminated personnel are disabled within one business day; system access 
reviews are performed annually. 

Protection of data during 
transmission 

TLS encryption for all data in transit over public networks; secure transmission protocols are 
required for confidential and sensitive data. 

Production systems are accessible to authorized personnel only via approved encrypted 
connections. 

Protection of data during storage 
256-bit AES encryption at rest across database tables, temporary files, and backups, within a 
dedicated per-tenant database in the customer's selected region. 

Data is classified under formal data classification policies and treated as Confidential by 
default, with handling, retention, and disposal requirements set by classification. 

Physical security of processing 
locations 

All processing occurs in Microsoft Azure data centers; physical security, environmental 
protections, and secure hardware decommissioning are provided by Microsoft Azure as 
subservice organization, covered by Azure's SOC 2 Type 2 and ISO 27001 certifications, which 
Cosmos reviews under its vendor management program. 

Cosmos operates remote-first with no corporate premises; all personnel workstations and 
laptops use full-disk encryption, current operating system security updates, and antivirus 
software. 

Event logging 
Logs are aggregated centrally (Azure Monitor, Application Insights, Azure Log Analytics) and 
analyzed by continuous monitoring tools, with real-time alerts to appropriate personnel on 
suspicious activity. 

Privileged access and access to user data are logged and periodically reviewed; access to audit 
logs is restricted, and administrators cannot erase or deactivate logs of their own activities. 

System configuration and change 
management 

Baseline configuration standards are established, with tooling that detects and restores 
deviations; infrastructure is managed as code (Azure Bicep). 

Applications are containerized from images obtained from trusted sources, stored in a private 
registry, and scanned before deployment. 

Changes follow a documented secure SDLC: formal code review by qualified engineers, testing 
in isolated environments, and multi-stage deployment (Dev, Test, Staging, Production); access 
to migrate changes to production is restricted to authorized individuals. 

Internal IT security governance and 
management 

A formal Information Security Program comprises documented policies covering information 
security, data management, risk management, incident response, business continuity/disaster 
recovery, secure development, human resources, and conduct; the program is reviewed and 
formally approved by management annually. 

The CTO is responsible for the program; a cross-functional Security Team oversees 
implementation and continual improvement. 

Background verification checks are performed prior to onboarding; all personnel complete 
security training upon hire and re-certify their acknowledgment of the program annually; 
contractors with potential access to customer data must accept non-disclosure agreements. 

Incident response plans define an identified response team, evidence collection and 
preservation, communication channels, and post-incident reviews; customers are notified of 
Security Incidents within the period and with the content specified in the DPA. 
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Certification and assurance 
SOC 2 Type 1 examination (Security, Availability, and Confidentiality) completed May 2026 by 
MJD Advisors, LLC; SOC 2 Type 2 examination in progress, expected April 2027. Reports are 
available to customers under NDA. 

Data minimization 
Cosmos collects minimal personal data directly: Microsoft Entra ID usernames and email 
addresses required for user authentication. All further personal data is determined and 
supplied by the customer through the Business Central data its users add to the Cosmos data 
model. 

Data quality 
Customer-controlled source systems remain the systems of record: user identity data is 
managed in the customer's Entra directory, and business data in the customer's Business 
Central environment; corrections in source systems flow into Cosmos on data refresh. 

Limited data retention 
Customer data is retained for the duration of the active subscription, deleted upon customer 
request, and deleted 30 days after subscription termination using industry-standard secure 
deletion practices, subject to the retention exceptions in the DPA. Deletion is certified upon 
customer request. 

Accountability, portability, and 
erasure 

Customers can extract their data at any time in machine-readable form via generated Excel 
report outputs (delivered to the customer's own SharePoint site) and the Entra-secured 
OData API. 

Cosmos assists customers in responding to data subject requests as set out in the DPA, and 
maintains records of its security measures, available to customers on request. 

Sub-processor measures 
Microsoft Azure is currently the sole sub-processor for the delivery of the service. Cosmos 
imposes data protection obligations on each sub-processor substantially the same as those in 
the DPA, remains liable for sub-processor compliance, and reviews sub-processors' 
compliance documentation (including SOC 2 Type 2 reports) at least annually under its 
documented vendor management program. 

 
Cosmos will not materially decrease the overall level of protection provided by these measures during the term of the applicable 
agreement. Cosmos regularly monitors compliance with these measures, evaluates their effectiveness, and updates them to reflect 
the evolving state of the art. 

 


